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Evri Privacy Notice 

 

Welcome to the Evri Privacy Notice. This privacy notice will inform you as to how we look 
after your personal data and tell you about your privacy rights and how the law protects 
you. 

Protecting Your Privacy 

At Evri, we are 100% committed to protecting the personal data we process as a business. 

For all our services, the data controller — the company that’s responsible for your 
privacy— is Evri. 

Evri is a trading name of Hermes Parcelnet Limited, Registered office: Capitol House, 1 
Capitol Close, Morley, Leeds, LS27 0WH.  Registered in England and Wales No. 03900782 

Further information on how you can contact us with any questions on how we protect your 
privacy can be found at the end of this notice. 
 
Our data protection officer (DPO), Ryan MacInnis, is responsible for overseeing questions 
in relation to this privacy notice.  
 
It is important that the personal data we hold about you is accurate and current. Please 
keep us informed if your personal data changes during your relationship with us. 

The Data We Collect About You 

We may collect, use, store and transfer different kinds of personal data about you which 
we have grouped together follows:  

• Identity Data includes first name, last name, courier ID or similar identifier, photo 
and title 

• Contact Data includes correspondence address, business address, email address 
and telephone numbers. 

• Financial Data includes bank account details. 
• Technical Data includes internet protocol (IP) address, your login data, browser 

type and version, time zone setting and location, browser plug-in types and 
versions, operating system and platform and other technology on the devices you 
use to access Evri sites/courier applications. 

• Usage Data includes information about how you use our website/courier 
application, products and services.  

• Criminal Conviction Data includes a record of criminal convictions as provided on 
a Disclosure & Barring Service (DBS)/Disclosure Scotland Certificate 

• Driving Event (Telematics) Data includes the recording of data about your driving 
behaviour, such as speed and braking. 
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Collection of Personal Data 

In order to carry out any processing of your Personal Data, we need to ensure that we 
have a particular reason to do so.  

We have set out the reasons we have for processing your Personal Data in this Privacy 
Notice. These reasons can be grouped into one or more general grounds for processing, 
which directly relate to the legal grounds for processing set out in the UK GDPR and the 
DPA 2018.  

We have identified these general grounds within this Privacy Notice and are described 
further below: 

Grounds Description 
The processing is 
needed for a contract 
with you. 

We can process your Personal Data where the processing is 
necessary for the performance of a contract to which you are 
a party or in order to take steps at your request prior to 
entering into such a contract.  
 
This means that we can carry out the actions needed to 
conclude or execute our contract with you. For example, we 
need some information from you to be able to pay you and 
provide you with benefits. 

The processing is 
needed so that we can 
comply with our legal 
obligations. 

We can process your Personal Data where this processing is 
necessary for compliance with a legal obligation to which we 
are subject. 
 
Therefore, we can carry out any actions we need to take in 
order to comply with laws. This could include complying with 
employment law, tax requirements or immigration rules. 

The processing is 
needed for our 
legitimate interests 

We can process your Personal Data where the processing is 
necessary for our legitimate interests, provided that those 
interests are not overridden by your interests or your rights in 
your own Personal Data.  
 
Where we are relying on this ground as the basis for our 
processing, we will tell you what our legitimate interests are 
(whether in this Privacy Notice or in another fair processing 
notice).  
 
We can carry out any actions we consider are needed for 
these interests, as long as we consider that the processing in 
question does not negatively infringe on your privacy rights 
and interests. 
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Collection and Use of Sensitive & Special Category Personal Data  

Certain categories of personal data may be considered sensitive and may receive special 
protection including: 

Special Category Data – Means any personal data relating to your health, genetic or 
biometric data, sex life, sexual orientation, racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, medical and diversity 
information. 

In order to carry out any processing of your special category personal data, we need to 
have a particular reason to do so, in addition to the grounds for personal data set out 
above. 

The same grounds can also be relied upon for processing criminal conviction data. 

The grounds and what they mean are set out below: 

Grounds Description 
The processing is 
needed for carrying 
out our employment 
law obligations 

The processing is necessary for the purposes of carrying out 
our obligations to you in the field of employment law, social 
security and social protection law (such as health and safety) 

The processing is 
necessary for 
substantial public 
interest 

The processing is necessary for reasons of substantial public 
interest as set out in UK GDPR. 
 
This includes for preventing and detecting unlawful acts and 
equality of opportunity. 

The processing is 
needed to protect your 
life, or the life of 
another 

The processing is necessary to protect your vital interests, or 
that of another person where you are physically of legally 
incapable of giving consent. 
 
This means we can process your personal data in situations 
such as medical emergency. 

The processing is 
needed for legal 
claims 

The processing is necessary for the establishment, exercise or 
defence of legal claims 

 

Evri may collect and process the following categories of sensitive personal data:  

• data relating to absence for the purpose of absence management procedures.  
• physical or mental health or condition or disability status to ensure safety in the 

workplace and to make decisions regarding your fitness to work; and  
• information about your racial and ethnic origin; sexual orientation; religion and 

belief and disability information to ensure meaningful equal opportunity 
monitoring and reporting. 
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We may seek your consent to certain processing. If consent is required for the processing 
in question, it will be sought from you (whether within a fair processing notice or 
otherwise) directly by us or a third party appointed to do so on our behalf and will set out 
explicitly what we are seeking your consent for.  

You should be aware that it is not a condition or requirement of your relationship with us 
that you agree to any request for consent from us.  

How we use your information 

We use your information in a number of different ways — what we do depends on the 
information. The tables below set this out in detail, showing what we do, and why we do it. 

Identity and Contact data 

How we use your name and 
contact details 

Why Lawful Basis for 
Processing 

To register you as a new 
candidate for the purpose of 
receiving Job Alerts and/or 
using the website 

We have to use your name 
and address to add you to 
our systems 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

To send you messages 
about suitable opportunities 
and/or your application by 
text and e-mail 

To keep you up to date 
with our latest jobs and/or 
your application 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

To register you as a courier We have to use your name 
and address to add you to 
our systems 

Processing is necessary for 
the performance of a 
contract 

Deliver any letter 
correspondence 

We have to use your name 
and address to deliver any 
letter correspondence 

Processing is necessary for 
the performance of a 
contract 

Send you service messages 
by text and e-mail to 
continually manage our 
relationship with you 
 

We use your phone 
number and email contact 
details to send service 
messages 

Processing is necessary for 
the performance of a 
contract 

Provision and/or 
confirmation of appropriate 
insurance  

Offer you access to and 
confirm you have 
adequate insurance in 
accordance with your 
contract 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

To issue surveys, allowing us 
to better understand your 
experience with Evri, to 
continually improve our 
services 

We use your phone 
number and email contact 
details to issue surveys 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 
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To enable the ongoing 
assessment for automation 
for the pension scheme as 
well as calculating our 
contribution payable to the 
pension provider  

We use your date of birth, 
national insurance number 
and gender for the 
provision of our courier 
pension (SE+ Only) 

Processing is necessary for 
Evri to comply with it’s legal 
obligations 

Creation of courier 
personalisation profile 

We use your name and 
photo which is shared with 
customers, notifying them 
of who will be delivering 
their parcel 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

 

Financial Data 

How we use your payment 
details 

Why Lawful Basis for Processing 

To issue payments Necessary to pay you  Processing is necessary for 
the performance of a 
contract 

Fraud prevention and 
detection 

To prevent and detect 
fraud against either you or 
Evri  

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

 

Your contact history with us 

How we use your contact 
history 

Why Lawful Basis for Processing 

Provide customer service 
and support 

To ensure you receive 
appropriate support in 
relation to any service 
enquiries you make 

Processing is necessary for 
the performance of a 
contract 

Train our staff To ensure we can provide 
you the best possible 
service when you contact 
us 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

 

Performance Data 

How we use information 
about performance data 

Why Lawful Basis for Processing 

Improve quality of service To continually improve our 
service to clients and 
customers 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 
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Technical Data 

How we use information 
about how you use our 
website 

Why Lawful Basis for Processing 

To use data analytics to 
improve our website, 
products/services, 
marketing, customer 
relationships and 
experiences 

To define types of 
customers for our products 
and services, to keep our 
website updated and 
relevant, to develop our 
business and to inform our 
marketing strategy 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

To administer and protect 
our business and this 
website (including 
troubleshooting, data 
analysis, testing, system 
maintenance, support, 
reporting and hosting of 
data) 

For running our business, 
provision of administration 
and IT services, network 
security and to prevent 
fraud 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

Information relating to the 
type of mobile device being 
used when installing the 
BYOD application 

To manage the ongoing 
provision of the BYOD 
application 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests 

 

Criminal Conviction Data 

How we use Criminal 
Conviction Data 

Why Lawful Basis for Processing 

Requested in the event of 
an incident involving theft 
or fraud against our 
business 

To support any 
investigation relating to 
internal incidents or tip offs 
from members of the 
public to protect you or Evri 

Processing is necessary for 
the performance of a 
contract 
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Driving Events - Vehicle Telematics Data 

How we use telematics 
information collected from 
you 

Why Lawful Basis for Processing 

Used internally to inform 
strategic decisions on our 
sustainability agenda 
 
 
Shared with the provider of 
our courier insurance 
product  

Anonymised data used 
internally to monitor driving 
statistics in line with our 
ESG Strategy 
 
Anonymised data shared 
with the insurance provider 
for them to monitor their 
risk associated with 
provision of their policy 

Processing is necessary for 
the purposes of Evri’s 
legitimate interests  

 

We also anonymise and aggregate personal information (so that it does not identify you) 
and use it for purposes including testing our IT systems, research, data analysis, improving 
our site and app, and developing new products and services. 

Cookies 

You can set your browser to refuse all or some browser cookies, or to alert you when 
websites set or access cookies. If you disable or refuse cookies, please note that some 
parts of this website may become inaccessible or not function properly. For more 
information about the cookies we use, please see our cookie policy. 

CiQ Mobile App Installation & Usage 

The app, like all apps, has a reserved area of the device (sandboxed) and cannot access 
anywhere else on the device due to the security/privacy restrictions imposed by 
Android/iOS. The only limited access outside of this is controlled through permissions 
which notify you of what access the app requires to function correctly, namely: 

GPS - To allow location tracking for functionality such as ensuring parcels are delivered to 
the correct location, only when the user is logged on 
  
Camera - Allows taking photos for use when delivering to a safe place and camera-
based barcode scanner when scanning parcels 
 
Audio - Required by Cordova application framework, however the application does not 
use this functionality. 
  
Phone - Allows retrieval of signal strength and network status information, however the 
app will never attempt to make, answer or monitor phone calls 
 
 

https://courierportal.hermescloud.co.uk/files/CouriersOnline_Cookie_Policy_1_0.pdf
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System 
• Allows built in navigation software to download and store maps as well as 

temporary storage of photos while they are being processed (never transferred to 
the device) 

• Mobile application will not access files it did not create. 
 
Sharing your information 

We do not, and will not, sell any of your personal data to any third party – including your 
name, address, email address or phone number. We want to earn and maintain your trust, 
and we believe this is essential in order do that. 

However, we do share your data with the following categories of companies as an 
essential part of being able to provide our services to you, as set out in this notice: 

• Companies that assist with logistical services, such as handheld terminal service 
providers, warehouses, and fleet management/insurance providers 

• Professional service providers, such as website hosts, who help us run our online 
business, or companies who support the provision of benefits or our pensions 
services. 

• HM Revenue & Customs, regulators and other authorities such as law enforcement, 
based in the United Kingdom who require reporting of processing activities in 
certain circumstances. 

• Companies who assist in providing independent assurance over our business 
operations, such as auditors and external legal representatives 
 

We require all third parties to respect the security of your personal data and to treat it in 
accordance with the law. We do not allow our third-party service providers to use your 
personal data for their own purposes and only permit them to process your personal data 
for specified purposes and in accordance with our instructions. 

Cross Border Transfers 

Where permitted by applicable law, Evri may transfer the personal data collected about 
you to countries outside the European Economic Area (EEA) that may not be deemed to 
provide the same level of data protection as the UK, as necessary to perform the contract 
with you and for the purposes set out in this policy.  

Evri has implemented either standard contractual clauses set out in the UK International 
Data Transfer Agreement (IDTA) or supplementary measures to secure the transfer of 
your personal data to these third countries. 
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Data Security 

We have put in place appropriate security measures to prevent your personal data from 
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In 
addition, we limit access to your personal data to those employees, agents, contractors 
and other third parties who have a business need to know. They will only process your 
personal data on our instructions and they are subject to a duty of confidentiality. 
 
We have put in place procedures to deal with any suspected personal data breach and will 
notify you and any applicable regulator of a breach where we are legally required to do so. 
 
Data Retention - How Long Will You Use My Personal Data For? 
 
We will only retain your personal data for as long as necessary to fulfil the purposes we 
collected it for, including for the purposes of satisfying any legal, accounting, or reporting 
requirements. 
 
To determine the appropriate retention period for personal data, we consider the amount, 
nature, and sensitivity of the personal data, the potential risk of harm from unauthorised 
use or disclosure of your personal data, the purposes for which we process your personal 
data and whether we can achieve those purposes through other means, and the applicable 
legal requirements. 
 
By law we have to keep basic information about our couriers (including Contact, Identity, 
Financial and Transaction Data) for six years after they cease providing services for us for 
tax purposes. 
 
In some circumstances, we may anonymise your personal data (so that it can no longer 
be associated with you) for research or statistical purposes in which case we may use this 
information indefinitely without further notice to you. 

Keeping your information 

We’ll hold on to your information for as long as you have your account, or as long as is 
needed to be able to provide the services to you, or (in the case of any contact you may 
have with our Customer Care team) for as long as is necessary to provide support-
related reporting and trend analysis only. 

If reasonably necessary or required to meet legal or regulatory requirements, resolve 
disputes, prevent fraud and abuse, or enforce our terms and conditions, we may also keep 
hold of some of your information as required, even after you have closed your account or 
it is no longer needed to provide the services to you. 
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Your Legal Rights 

You have a lot of rights relating to your personal information. You have the right to: 

• Request Access - The right to access the personal information we hold about you. 
This enables you to receive a copy of the personal data we hold about you and to 
check that we are lawfully processing it. 

• Request Correction - The right to request the correction of inaccurate personal 
information we hold about you (although you can probably do most of this 
through your Account) 

• Request Deletion - The right to request that we delete your data, or stop 
processing it or collecting it, in some circumstances where there is no good reason 
for us continuing to process it. You also have the right to ask us to delete or remove 
your personal data where we may have processed your information unlawfully or 
where we are required to erase your personal data to comply with local law. Note, 
however, that we may not always be able to comply with your request of erasure 
for specific legal reasons which will be notified to you, if applicable, at the time of 
your request.  

• Request Transfer - The right to request that we transfer or port elements of your 
data either to you or another service provider. We will provide to you, or a third 
party you have chosen, your personal data in a structured, commonly used, 
machine-readable format. Note that this right only applies to automated 
information which you initially provided consent for us to use or where we used the 
information to perform a contract with you. 

• Object to processing where we are relying on a legitimate interest (or those of a 
third party) and there is something about your particular situation which makes 
you want to object to processing on this ground as you feel it impacts on your 
fundamental rights and freedoms. In some cases, we may demonstrate that we 
have compelling legitimate grounds to process your information which overrides 
your rights and freedoms. 

• Request restriction of processing - This enables you to ask us to suspend the 
processing of your personal data in the following scenarios: (a) if you want us to 
establish the data’s accuracy; (b) where our use of the data is unlawful but you do 
not want us to erase it; (c) where you need us to hold the data even if we no longer 
require it as you need it to establish, exercise or defend legal claims; or (d) you 
have objected to our use of your data but we need to verify whether we have 
overriding legitimate grounds to use it. 

• Withdraw consent at any time where we are relying on consent to process your 
personal data. However, this will not affect the lawfulness of any processing carried 
out before you withdraw your consent. If you withdraw your consent, we may not 
be able to provide certain products or services to you. We will advise you if this is 
the case at the time you withdraw your consent. 
 



Courier Privacy Notice V7 August ‘22 
 

No Fee Usually Required   

You will not have to pay a fee to access your personal data (or to exercise any of the other 
rights). However, we may charge a reasonable fee if your request is clearly unfounded, 
repetitive or excessive. Alternatively, we may refuse to comply with your request in these 
circumstances. 

What We May Need from You   

We may need to request specific information from you to help us confirm your identity 
and ensure your right to access your personal data (or to exercise any of your other 
rights). This is a security measure to ensure that personal data is not disclosed to any 
person who has no right to receive it. We may also contact you to ask you for further 
information in relation to your request to speed up our response. 

Contacting Us 

If you have any questions about this privacy notice, including any requests to exercise 
your legal rights, you can do so either by: 

• Email - Please contact the DPO via data.protection@Evri.com 
• Or by using the company’s address below. 

We try to respond to all legitimate requests within one month. Occasionally it may take us 
longer than a month if your request is particularly complex or you have made a number of 
requests. In this case, we will notify you and keep you updated. 

Complaints 

If you wish to make a complaint about our collection or use of your personal data, 
please contact us in the first instance so that we may seek to resolve your complaint.  

If you wish to raise a complaint, or just have questions, please contact -
data.protection@Evri.com or at Data Protection Team, Evri, Capitol House, 1 Capitol Close, 
Morley, Leeds LS27 0WH. 

You have the right to make a complaint at any time to the Information Commissioner’s 
Office (ICO), the UK supervisory authority for data protection issues (www.ico.org.uk).  

mailto:data.protection@Evri.com
mailto:data.protection@Evri.com
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2F&data=04%7C01%7CRyan.MacInnis%40hermes-europe.co.uk%7C1f2236f2a1e041d614f208d9535783e3%7C9c132d0947654d2ba356e76985eecf78%7C1%7C0%7C637632457595577969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=aS7rL0QXUd6mb6WxVV68AYIC0xoNmqWUVInNtXG9RMw%3D&reserved=0

